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	Job Title:
	AWS Cloud Engineer

	Reporting To:
	Head of Systems and Support

	Contract Type:
	Permanent



Job Summary 
The role is responsible for ensuring the smooth operation, maintenance, and security of Filters cloud infrastructure whilst optimising performance and ensuring the security of critical data.

Roles & Responsibilities 
Major job functions or key work that may be performed. May be asked to perform duties that are outside the specific functions listed below.

Systems Administration
· Configure and maintain AWS workloads, ensuring reliability, scalability, and performance

Automation & Scripting
· Develop and implement automation to streamline and improve processes

Security Management
· Implement best practices for cloud security and ensure data protection and compliance

Monitoring & Troubleshooting
· Monitor cloud infrastructure and services, proactively addressing performance issues, system outages, or network failures

Collaboration & Support
· Work closely with development, IT, and security teams to ensure seamless integration of services and successful project delivery



Education & Experience 
Minimum education and years of experience or specialized training are required for the job.

Education
· Degree in Computer Science, Engineering, Data Science or relevant field or an equivalent combination of education, training, and experience
· Industry certifications as AWS Certified Cloud Practitioner, or SysOps Administrator are desirable

Experience
· 3+ years of experience with AWS services, including VPC configuration and networking, SSM, EC2, EFS and supporting services
· 3+ years of experience in cloud infrastructure deployment, system administration, and automation tools - Terraform, Ansible, or AWS CloudFormation

Knowledge, Skills & Abilities 
Competencies and qualifications directly related to successful job performance. Not an exhaustive list of all requirements.

· Excellent understanding of technologies that support services delivered across the internet (DNS, HTTPS, SMTP)
· Excellent understanding of network operations and security protocols in cloud environments
· Excellent scripting skills in Python, Bash, or similar for automation and process improvements
· Hands-on experience with monitoring tools - CloudWatch, Datadog, or Splunk
· Excellent experience and knowledge of cloud security best practices, including identity and access management (IAM), encryption, and security groups
· Ability to respond positively to changing priorities
· Ability to work under pressure within a fast-paced environment
· Strong communication skills, both verbal and written 
· Strong interpersonal skills and ability to work with many different departments/personalities 
· Ability to work well and collaborate in a team environment 
· Outstanding organisational and time management skills 

Additional Requirements 
· Availability for occasional after-hours support as needed
· Travel when required to industry events, client meetings and team meetings
· Flexibility to adapt to changing business needs and priorities
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